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Building a Secure Foundation:
Leveraging Google Cloud 
Landing Zones and Enterprise 
Foundations Blueprint



Proprietary + Confidential

Challenges
addressed
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Cyber risk is the biggest 
risk faced by many 
organizations 

Managing it effectively is 
imperative to succeed 
and thrive going forward

Digital transformation requires security transformation
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TL;DR: threats are more 

frequent and severe, with fewer 
people to catch them

 

● Cybercrime is predicted to cost the world $8T in 2023 1

● Represents the largest transfer of economic wealth in history 1

● Ransomware costs grew from $325M in 2015 to $20B in 2021 2

● Cryptojacking explodes by 8500% 3

Cybercrime growth is accelerating...

…as unfilled cybersecurity jobs increase

● There will be 3.5M cybersecurity jobs open globally by 2025 4

● More than 700 K cybersecurity positions need to be filled 5

But how can organizations keep up?

Source:  1  Cybercrime To Cost The World 8 Trillion Annually In 2023
2 The Rise in Ransomware: Part I 
3 The Ultimate List of Cyber Attack Stats (2023)
4 Microsoft plans to fill 3.5 million cybersecurity jobs - Protocol
5 Companies are desperate for cybersecurity workers—more than 700K positions need to be filled | Fortune

https://cybersecurityventures.com/cybercrime-to-cost-the-world-8-trillion-annually-in-2023/
https://www.bluefin.com/bluefin-news/rise-ransomware-part1/
https://explodingtopics.com/blog/cybersecurity-stats
https://www.protocol.com/bulletins/microsofts-cybersecurity-skilling-initiative-is-going-global
https://fortune.com/education/articles/companies-are-desperate-for-cybersecurity-workers-more-than-700k-positions-need-to-be-filled/
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What if enterprises were built on the 
same platform, and could use the same 
tools and practices that protect Google?
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5 billion
Google Safe Browsing 
users devices protected 
each day from malware 
and social engineering 1

3 billion
Active Gmail users protected 
against phishing, malware, 
and spam through embedded 
security monitoring 2

 

2.4 billion
Files and URLs analyzed by 
VirusTotal, the world’s 
premier malware 
intelligence service 3

Petabytes
Of cloud telemetry analyzed 
each day by Chronicle and 
Security Command Center for 
threat detection and response 4

46m rps
DDoS attack, the largest ever 
recorded, was prevented by 
Google’s network and 
Cloud Armor 5

Google keeps more people safe online than anyone else 

Sources: 1 Google Safe Browsing 2 Google Internal Data,3 VirusTotal - Intelligence Overview 4 Chronicle Security Operations 5 How Google Cloud blocked the largest Layer 7 DDoS 
attack at 46 million rps

https://safebrowsing.google.com/
https://www.virustotal.com/gui/intelligence-overview
https://cloud.google.com/chronicle-security-operations
https://cloud.google.com/blog/products/identity-security/how-google-cloud-blocked-largest-layer-7-ddos-attack-at-46-million-rps
https://cloud.google.com/blog/products/identity-security/how-google-cloud-blocked-largest-layer-7-ddos-attack-at-46-million-rps
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Strong 
trusted 
foundation

Day 2 
Compliance 
Management

Day 0 and 
Day 1
Configuration

Risk 
Management & 
Risk Transfer

Shared Fate - managing risk

Security in 
deployment

Security 
by default

Security 
by design

Peace of mind
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Landing Zone
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What is a Google Cloud landing zone?

Landing zones help your enterprise deploy, use, and 

scale Google Cloud services more securely. Landing 

zones are dynamic and grow as your enterprise 

adopts more cloud-based workloads over time.

When to build a landing zone?

● A foundation that's designed to be secure

● The network for enterprise workloads

● The tools that you require to govern your 

internal cost distribution
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Identity Resource 
hierarchy Network Security

Core elements of a Landing Zone
Building the foundation for future deployments
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Other elements

Other elements Description

Monitoring and logging Design a monitoring and logging strategy that helps ensure all relevant data is logged and that you have 
dashboards that visualize the data and alerts that notify you of any actionable exceptions.

Backup and disaster 
recovery

Design a strategy for backups and disaster recovery.

Compliance Follow the compliance frameworks that are relevant to your organization.

Cost efficiency and 
control

Design capabilities to monitor and optimize cost for workloads in your landing zone.

API management Design a scalable solution for APIs that you develop

Cluster management Design Google Kubernetes Engine (GKE) clusters that follow best practices to build scalable, resilient, 
and observable services.
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Active Directory / Azure 
AD / LDAP / 3P IdP

MS Infra, 
Print, File, 

Certificate

Legacy Apps
(Kerb/NTLM)

Legacy Apps
(LDAP)

SSO
(ADFS/Ping/Okta/…)

VPN

IT Infrastructure

Radius 
server

(Wifi AuthN)

Legacy
Applications

    

  GCDS
or 3P tool

Service 
Provider

Trust

Intranet SaaS

Identity - Decide on your identity architecture
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Resource hierarchy

A correct organizational hierarchy design has a tremendous impact on operations by minimizing 
touchpoints for IAM, policies, logging, and by establishing a shared baseline for billing intelligence.

IAM

Minimize touchpoints for 
policies, rationalize 
access, and 
troubleshooting.

Policies

Centrally enforce 
security policies at the 
organization level, while 
still allowing local 
differences.

Billing/quota

Design projects to 
enforce spend 
boundaries and quotas, 
and to get high level cost 
attribution.

Logging

Folders allow to easily 
group logs from 
contained projects for 
export and analysis.
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Decision points for 
resource hierarchy design
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Prod

Team 1

Common

En
v

Te
am

Dev

automation

A simplification of the pattern used by 
the security blueprints.

The main benefits of this design are to 
set up virtually identical 
environments that can be managed as 
clones, especially via IaC.

There is limited aggregation of IAM 
and security policies, which mainly 
happens at the environment level.

Aggregation can be increased 
somewhat by adding additional 
folders, like the team folders here.

billing log-exports secrets

csc dns interconnects

bu1-app1

bu2-app2

svpc

secrets

Team 2

bu1-app1

bu2-app2

Sample Architecture – Environment-driven
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Networking - How to design a 
secure network environment?
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Hub-and-spoke with VPC peering - Segmentation based on environments

Prod Service Project 1

Prod Shared VPC

Prod  Host Project

Router 1 Router 2

Service Project

On-premises network

DNS

Prod Service Project 2

Subnet 3

Subnet 2

Subnet 1

example.com

Common Services Shared VPC

Common Services Host Project

Cloud DNS

VPC Firewall 
Policies

Cloud Routers

Central Logging

Dev Service Project 2

Dev Shared VPC

Dev  Host Project

Dev Service Project 1

Subnet 3

Subnet 2

Subnet 1

example.com
Cloud DNS

VPC FIrewall 
Policies

Cloud NAT

Cloud DNS

VPC Firewall 
Policies

Cloud NAT

Subnet 1

VPC Peering VPC Peering

Network security control
● Centralized network security administration 
● Central services (NAT, DNS, and more) deployed in Shared VPC 

Scalability
● Up to 25 spokes, per VPC peering limitations
● Each spoke can have a high number of service projects

Spokes isolation
● Spokes are isolated as VPC peering is non-transitive

Central control versus autonomy
● Full networking  autonomy for spokes, based on a 

separate shared VPC network

Reference architecture
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Stateful L7 inspection between VPCs

Prod Shared VPC

Prod  Host Project

On-premises network

Untrust VPC

Connectivity  Project

Dev Shared VPC

Dev  Host Project

Key

VPC Peering / HA VPN
DNS Peering
Shared VPC Subnet Usage
Interconnect / VPN link
DNS Inbound Policy / Forward

Cloud 
Interconnect

Cloud 
Interconnect

Subnet Subnet

Subnet

Prod Trust VPC Dev Trust VPC

Prod Service Project 1 Prod Service Project 2 Dev Service Project 1 Dev Service Project 2

NGFW 
Fortigate
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By default Google products Partner tools

 Usage
Cloud Security Command 

Center and logging: 
Network, audit

Safe Browsing API Identity-Aware Proxy Security Key Enforcement

 Operations
Anomaly detection

 Deployment
Google Services TLS 

encryption  with perfect 
forward secrecy

Certificate 
Authority

Free and automatic 
certificates DDoS Mitigation via GCLB

 Application Code review
& Static Analysis

Source code/Image 
provenance

Binary 
authorization

 Network Cloud DNS
Cloud VPN

Virtual Private Cloud (VPC)
 Cloud Router Shared VPC

 Storage Encryption at rest Logging Identity and Access 
Management

Cloud Key Management 
Service

Customer-Supplied 
Encryption Keys Data Loss Protection API

 OS and IPC Hardened 
KVM Hypervisor

Authentication 
for each host 
and each job

Curated Host  Images
Encryption of 
Interservice 

Communications

 Boot Trusted Boot Cryptographic 
Credentials

 Hardware Purpose-built 
Chips Purpose-built Servers Purpose-built Storage Purpose-built Network Purpose-built 

Data Centers

Login anomalies for  
Google Identities

Google Managed Infrastructure Foundation

CDN Cloud Load 
Balancing

Web Application 
Scanning

DLP

Secure Config/
Assessment/
enforcement

Automatic Updates
and Patching

Compliance and 
Certifications

Risk Analytics, Insight, & 
Intelligence Forensics

CTD & Incident
Response

Threat Intelligence

WAF

Cloud Armor
Partner  DDoS solutions

VPC Service Controls

NGFW

Istio Security

IDS/ IPS Vuln Mgmt

Security in the cloud: We enable you 
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Enterprise foundations
blueprint

03
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Start secure - Enterprise foundations blueprint

Provides curated, opinionated guidance and accompanying 

automation to help optimize the built-in security controls and services 

for your Google Cloud deployment.

The full blueprint incorporates Google Cloud security best practices 

that are outlined in the Google Cloud Architecture Framework. It also 

includes an accompanying Terraform automation repository, and an 

example Google organization to allow for experimentation using an 

environment that is configured using the blueprint.

The blueprint is modular and adaptable so that if your organization's 

architectural requirements and architecture differ from the blueprint, 

you can remove or modify the components as needed.

https://cloud.google.com/architecture/framework
https://github.com/terraform-google-modules/terraform-example-foundation
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Authentication 
and 

Authorization
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Legend
    Folder     Project

Organization
example.com 
Cloud identity

    Org 

bootstrap
    

CFT resources 

 seed      
Jenkins | Cloud 
Build 

 CICD  

Common
    

Billing Logs

 Billing  

    
Cloud Log 
Exports

 Logging  

    Cloud 
Interconnect 
Objects

 Interconnect  

    
Org-Level 
Secrets

Secrets

    
Cloud DNS 
Peering

DNS Hub

    Security 
Command 
Center

Notifications

Prod

    Base Shared 
VPC Host 
Resources

 base Shared VPC  

    Restricted 
Shared VPC 
Host Resources

 rest Shared VPC  

    
Prod Secrets

Secrets

    
Application 
Project

BUx App...N

NonProd

    Base Shared 
VPC Host 
Resources

 base Shared VPC  

    Restricted 
Shared VPC 
Host Resources

 rest Shared VPC  

    
Non-Prod 
Secrets

Secrets

    
Application 
Project

BUx App...N

Dev

    Base Shared 
VPC Host 
Resources

 base Shared VPC  

    Restricted 
Shared VPC 
Host Resources

 rest Shared VPC  

    
Dev Secrets

Secrets

    
Application 
Project

BUx App...N

Resultant Google Cloud
 organization structure

Foundational Workloads

Security foundations organizational structure
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Build a secure and extendable network
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Detective Controls - 
Centralized Logging and 
Monitoring system
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Sub-set of built-in constraints every customer should have in place:

Services Constraints Description Useful for

   Compute   
  Engine

External IPs for VM 
instances

Defines a set of VM instances allowed to use 
external IP addresses

Ensuring minimal external surface. VM’s should normally 
get internal IP’s only.

Skip default 
network creation

Skips the creation of the default network and 
related resources during project creation.

Enforcing usage of centrally managed and secured VPC 
networks.

Require OS Login Enables OS Login on all newly created 
projects.

Ensuring SSH access to VM’s is centrally managed by IAM, 
and not SSH keys stored as project/VM metadata.

Cloud IAM Domain restricted 
sharing

Defines the set of members (domains) that 
can be added to Cloud IAM policies.

Protect against malicious acts and human mistakes by 
ensuring access only to users in whitelisted domains.

Google Cloud Resource location 
restriction

Defines the set of locations where 
location-based Google Cloud resources can 

be created

Compliance with regulations that restrict resource 
location.

  Cloud Storage Enforce bucket 
policy only

Requires buckets to use Bucket Policy Only 
where this constraint. 

Object-level access policies don’t consider Bucket-level 
policy. They are hard to get visibility into, and can become a 
security risk.

Preventative controls- Organization policies

Full list of recommended default constraints https://console.cloud.google.com/cloud-setup/security 

https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://console.cloud.google.com/cloud-setup/security
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  stu

Security
Command 

Center

Cloud Security
Scanner

Production organization

BigQuery

Org 
Policies

Cloud 
IAM

Cloud 
Identity

Shared VPC 
Project Region 1

Zone 1

Region 2

Zone 2

Zone 1

Zone 2

Subnet 1 Subnet 2
Load 
Balancer
Cloud 
Armor

Firewall 
Rules

Internet App 
Interface 

Dedicated
Interconnect

Cloud 
Router

Firewall 
Rules

Hybrid 
Interface

Cloud 
Monitoring

VPC Service 
Control

Cloud Log 
Sink

Audit 
Logs

VPC Flow 
Logs

Firewall
 Logs

Google Private 
API Access

Cloud 
DNS

Gateway

Local
Storage

Local
Compute

Identity

On-premises

1. Establish unified Identity 
with on-premises systems

2. Create roles with least 
privilege access via IAM

3. Establish org policies 
4. Leverage shared VPC for 

connectivity and control
5. Build HA/DR topologies
6. Link to on-premises with 

dedicated Interconnect 
7. Secure app interface with 

Global Load Balancer, 
Cloud Armor, Firewall 
Rules

8. Use Cloud Operations 
Suite to deploy log sinks

9. Monitor environment
10. Create service projects to 

host app workloads
11. Build VPC-SC perimeter
12. Deploy secure workloads

23

4
5

6

7

8 9

11

Cloud NAT

1

Service Project 10

VM

12

Virus Total

Security elements
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0-Bootstrap

This is where initial projects and 
IAM permissions are deployed for 

subsequent IaC stages (1–4)

1-Org

This is for organization-wide 
concerns such as policy, log 

exports, IAM, and so on

2-Environments

This is for modular creation of new 
top-level environments, including 

required projects and the 
top-level folders

3-Networks

This is for modular creation and 
management of VPC networks.

4-Projects

This is for creation of projects for 
different teams or business units, 

with an application workload 
focus.

N-[application repo]

This repo illustrates an application, 
team or workload-specific repo 

that will be used to deploy 
resources into projects

Terraform directory structure
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Most of the discussed architecture can be automated using infrastructure-as-code (IaC) 

solutions such as Terraform.

By doing this, you can build your whole landing zone infrastructure with a simple command, 

and even keep its state and configuration in your version control repository.

Check out some Google Cloud repositories with many Terraform modules and documents 

to help you set up your environment in no time:

● GitHub - Google Cloud project factory Terraform module

● GitHub - Terraform example foundation 

● Github - Terraform and Google modules

Infrastructure – automation

https://terraform.io/
https://github.com/terraform-google-modules/terraform-google-project-factory
https://github.com/terraform-google-modules/terraform-example-foundation
https://github.com/terraform-google-modules
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CI/CD Deployment

Jenkins Manager

Git Authorization

Template Repository

e.g., Bitbucket, Gitlab

Resource 
deployment

example on-premises

Identity

CICD

Jenkins Agent
Compute Engine            Gateway

No Login Workers
Firewall access only to 
Manager
Highly restricted access

     Folder 
     Owner  

    Folder
     Owner  

Folder 1 Folder N

Resource 
deployment

Resource 
deployment

Projects

Resource 
deployment

Resource 
deployment

Resource 
deployment

Projects

Private Manager/Agent 
communication

Automated 
Infrastructure 
Deployments

Resource: Folders
                   Projects
                   VPC
                   Subnets
                   Firewalls
                   Routes
                   IAM
                   API Enablement

 Terraform SA
    Cloud IAM

Terraform Encryption
         Cloud KMS

  Terraform State
   Cloud Storage

seed

Security foundations deployment pipeline
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Thank you
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Banking on Security: 
A Case Study in Building a 
Secure Landing Zone on 
Google Cloud
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Major trends are reshaping the face of modern banking

Sources: 1 NerdWallet, 2 Finalta, 3 e27, 4 American Banker, 5 McKinsey, ⁶ MSSP Alert, ⁷ Gatehub, ⁸ Forbes

Macroeconomic
Historically low interest rates

High loan defaults

Customer Behavior
Acceleration of digital adoption and sales 

Shift from cash to digital payments

Competition and Industry 
Structure

Traditional banks going digital
Emergence of ecosystems and M&A

Digital & Technology
Expanding core APIs

Reimagined role of technology

Organization
Changing employee expectations

Shift in capabilities

Risk & Regulatory Landscape
Growing scope and complexity
Increasing regulatory scrutiny 

https://www.nerdwallet.com/mortgages/mortgage-rates
http://www.finalta-global.com/benchmarks/digital-and-multichannel-banking.aspx
https://e27.co/big-banks-and-fintech-startups-rivals-or-allies-20200309/
https://www.americanbanker.com/news/digital-banking-is-surging-during-the-pandemic-will-it-last
https://www.mckinsey.com/industries/financial-services/our-insights/reshaping-retail-banking-for-the-next-normal
https://www.msspalert.com/cybersecurity-news/fbi-covid-19-cyberattacks-spike-400-in-pandemic/
https://gatehub.net/blog/impact-of-fintech-on-traditional-banking/
https://www.forbes.com/sites/antoinegara/2020/06/08/the-worlds-best-banks-the-future-of-banking-is-digital-after-coronavirus/?sh=e1ee76f29932
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Banks choose Google Cloud because:

Best-in-class security
Full control, privacy and protection 

of your data

Best of Google
Leverage the best of Google 

across your organization

Leveraging the power of data
Instant insights from internal and external 

data that live anywhere

Industry leader in AI/ML
Faster, easier, more accurate decisions

Multi-cloud choice and Ųexibility
Develop once, run anywhere, access 

everywhere

Commitment to sustainability
100% renewable energy, zero net 

carbon emissions

#
#
#
#
#
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Active Directory as the source of truth
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Organization structure
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Customer 
Location A

Customer 
Location B

Internet

Hybrid connectivity 
using NGFW and 
VPC Peering to 

Spokes

Non-Prod Host Project

Non-Prod 
Shared VPC

Prod Host Project

Prod 
Shared VPC

Region A

Region B

Region A

Region B

Service Project 2

Google APIs

Service Project 4

Google APIs

Service Project 1

Region A

Subnet 1 Compute 
Engine-1

Region B

Subnet 2 Compute 
Engine-2

Service Project 3

Region A

Subnet 3 Compute 
Engine-3

Region B

Subnet 4 Compute 
Engine-4

Managed 
Services

VPC 
Peering Managed 

Services

Hub Host Project

External VPC

Region B

Region A

Subnet-A
nic0

Instance 
Group

ILB-A

Subnet-B
nic0

ILB-B

On-premise
s

Network

Internal VPC

Region B

Region A

Subnet-A

ILB-A

Subnet-B

ILB-B

Instance 
Group

Cloud 
Router-1

VPN
GW-1

0
1

0
1

Cloud 
Router-2

VPN
GW-2

0
1

0
1

VPC 
Peering

Internet

BGP over  
IPsec 
TunnelIPsec 

Tunnel

Abbreviation
Metro = Metropolitan  Area
ILB = Internal Load Balancing

VPN 
gateway

VPN 
gateway

3

1

2

nic1

nic1

https://cloud.google.com/vpc/docs/private-services-access
https://cloud.google.com/vpc/docs/private-services-access
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/terminology#metro
https://cloud.google.com/load-balancing/docs/internal
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Centralized Logging -
Long-term logs storage 

architecture
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Centralized Monitoring -
Alerting system
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Security Command Center

Visibility Risk Management Threat Detection  Compliance Reporting

Security Command 
Center

Asset inventory

Asset tracking

Platform 
misconfigurations

OS and web app 
vulnerabilities

Best practices
CIS 1.1, NIST 800-53

Industry Standards, PCI 
DSS v3.2.1, ISO 27001

Malicious activity in 
network and account

Suspicious activity in 
containers and hosts
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Thank you


